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WeChat
*No message content.
*Accepts account
preservation letters and
subpoenas, but cannot
provide records for accounts
created in China.
*For non-China accounts,
they can provide basic
information (name, phone
number, email, IP address),
which is retained for as long
as the account is active.
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WhatsApp
*Message content limited.

*Subpoena: can render basic
subscriber records.

*Court order: Subpoena return as
well as information like blocked
users.

*Search warrant: Provides
address book contacts and
WhatsApp users who have the
target in their address book
contacts.

*Pen register: Sent every 15
minutes, provides source and
destination for each message.

*If target is using an iPhone and
iCloud backups enabled, iCloud
returns may contain WhatsApp
data, to include message content.
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Wickr
*No message content.
*Date and time account created.
*Type of device app installed on.
*Date of last use.
*Number of messages.
*Number of external IDs (email
addresses and phone numbers)
connected to the account, bot not
to plaintext external IDs
themselves.
*Avatar image.
*Limited records of recent
changes to account setting such
as adding or suspending a device
(does not include message
content or routing and delivery
information).
*Wickr version number.
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What Data the FBI
can Legally Access
from Secure
Messaging Apps
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Source: Internal FBI

document, accessed in 2021

through FOIA request by
Property of the People



